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DETAILED ACTION 

1. A Request for Continued Examination under 37 CFR 1.114, including the fee 
set forth in 37 CFR 1 .17(e), was filed in this application after final rejection. 
Since this application is eligible for continued examination under 37 CFR 

1 .114, and the fee set forth in 37 CFR 1.17(e) has been timely paid, the 
finality of the previous office action has been withdrawn pursuant to 37 CFR 
1.114. Applicant's submission filed on 20 October 2008 has been entered. 

2. Claims 1 , 4 and 20 have been amended. Claim 2 is canceled. Claims 5-19 
are withdrawn from consideration due to Applicant's election without traverse 
to Election/Restriction Requirement dated August 24, 2007. No new claims 
have been added. Therefore, claims 1 and 3-30 are currently pending in the 
present application and claims 1 , 3-4 and 20 -30 have been examined. 

3. Applicant's amendments and argument have been fully considered, but are 
moot in view of new ground rejection as set forth below. It is noted that 
Applicant's arguments are directed towards limitations newly added via 
amendments. Any well known art statements made in the last Office Action 
that were not adequately and/or specifically traversed are taken as 
admittance of prior art as per MPEP 2144.03. 

4. Any objection/rejection not repeated below is withdrawn due to 
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Applicant's amendment. More specifically, the examiner withdraws the 
pending 35 USC § 101 rejection to claims 20 - 30 after careful reviewing 
Applicant's amendment and remark (pages 14-16). The examiner 
acknowledges that "The computer readable medium is capable of storing the 
logic... Common examples of computer readable mediums include hard disks, 
optical disks, floppy disks, tapes, memory, or the like", which is disclosed in 
the paragraph [0023] of the original disclosure and cited by the Applicant in 
the remark. Therefore, the computer readable medium in the instant 
application does not include signal or carrier wave and claims 20-30 are 
statutory. 



5. The examiner acknowledges amendments made to paragraph [0031] of the 
instant specification and no new matter is introduced. 

Claim Objections 

6. Claims 20-30 are objected to because of the following informalities: 

Claim 20 recites, "An unlocking program stored on a computer readable 
medium for unlocking a password protected content file stored on a computer 
readable medium". Such a recitation may be interpreted as merely an intended 
use for the unlocking program. Examiner suggests replacing "for unlocking" with 
"to unlock" in order to more positively recite, "An unlocking program stored on a 
computer readable medium to unlock", thereby the claim language is not merely 
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a possible intended use for the unlocking program stored on a computer 
readable medium. 

Claims 21- 22 and 24 - 27 recite "The unlocking program... for 
initiating. ..for causing. ..for preventing... for monitoring... for automatically 
terminating..." which have similar deficiencies as claim 20. 

Any claim not specifically addressed, above, is being objected as 
incorporating the deficiencies of a claim upon which it depends. 

Appropriate correction is required. 



Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 
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9. Claims 1, 4 and 20-21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Graunke et al. (U.S. Patent No. 5,991,399) in view of Vestergaard et 
al. {U.S. Patent No. 7,466,823). 

As per Claim 1, Graunke et al. discloses: 

distributing to the recipient's computer an unlocking program having a 
password embedded within the unlocking program, the password corresponding 
to the password protecting the content file (Tamper resistant key module 52 
containing the necessary key (i.e. one symmetric key) to decrypt the content is 
forwarded over communication network 34 to client 32 - e.g. col. 7, lines 16-58 
and Fig. 2. Please note tamper resistant key module containing the necessary 
key to decrypt the content corresponds to Applicant's unlocking program having 
a password embedded within the unlocking program and client corresponds to 
Applicant's recipient's computer); 

distributing the password protected content file to the recipient's computer 
(The encrypted digital content 36 downloaded over communication network 34 
via line 40 to client 32 and the encrypted content is not accessible without a key 
to decrypt it- e.g. col. 6, lines 17- 35, abstract and Fig. 2. Please note the 
encrypted content is not accessible without a key corresponds to Applicant's the 
password protected content file) wherein the unlocking program automatically 
supplies the password embedded within the unlocking program to an application 
program upon the application program loading the password protected content 
file wherein the password embedded within the unlocking program (The trusted 
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player uses the private key wrapped into an executable tamper resistant key 
module to decrypt encrypted digital content - e.g. abstract and col. 8, line 61 - 
col. 9, line 1. Please note trusted player corresponds to Applicant's application 
program). 
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Although Graunke et al. disclose tamper resistant key module 52 
containing the necessary key is resistant to observation and modification to an 
attacker (e.g. col. 5, lines 52-55), Graunke et al. does not explicitly disclose the 
password is not revealed to the recipient, however, Vestergaard et al. met the 
claimed limitation by disclosing the consumer never comes into direct contact 
with a decryption key, as the issuance and installation of a decryption key is done 
automatically and transparently to the user. Keys are issued between the MPE 
player and MPE servers without exposing them to the Consumer 130 (e.g. col. 
14, lines 32 - 37). 

Graunke et al. - Vestergaard et al. are analogous art because they are 
from a similar field of endeavor in secure distribution of digital content over 
computer networks (i.e. Internet). Thus, it would have been obvious to a person 
with ordinary skill in the art, at the time of invention, to modify the teachings of 
Graunke et al. with the password (i.e. decryption key) is not revealed to the 
recipient taught by Vestergaard et al. The motivation for doing so would have 
been to provide a simple but powerful security solution that benefit content 
owners, content distributors (e.g. Vestergaard et al., col. 14, lines 6 -12 and 43 - 
46). 

As per Claim 4, Graunke et al. - Vestergaard et al. discloses a method as 
applied above in claim 1 . Graunke et al. - Vestergaard et al. further discloses 
wherein steps a and b are repeated at a predetermined rate and wherein the 
password protecting the content file and the password accessed by the unlocking 
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program are different in each repeat cycle (Graunke et al., the private key is 
dynamically generated, associated with specific digital content, communicated in 
real-time and the encrypted content may be a file downloaded over 
communication network prior to usage - e.g. abstract, col. 3, line 67- col. 4, line 
1; Vestergaard et al., in Step E, the consumer 130 may downloaded MPE file and 
in Step H, the MPE servers send a copy of the Song Key to the MPE player to 
decrypt the song - e.g. col. 7, line 55 - col. 8, line 45, presented as loops to 
either download a new MPE file or exit -e.g. col. 9, lines 4-11 and the 
decryption key of each song is called a song key - e.g. col. 14, lines 38-41. 
Please note in the Vestergaard et al. reference, each song key is inherently 
different in each repeat cycle since a new file (i.e. new song) is downloaded in 
each repeat cycle). 

As per Claim 20, Graunke et al. - Vestergaard et al. discloses the claimed 
method of steps as applied above in claim 1 . Claim 20 contains subject matter 
similar to claim 1 , and thus, Graunke et al. - Vestergaard et al. discloses the 
unlocking program stored on a computer readable medium for unlocking a 
password content file. 



As per Claim 21, Graunke et al. - Vestergaard et al. discloses an 
unlocking program as applied above in claim 20. Graunke et al. et al. further 
discloses wherein the unlocking program includes at least one instruction for 
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initiating the application program and for causing the application program to load 
the content file (the key module checks the integrity and authenticity of the 
trusted player and if the trusted player is validate, the key module uses a 
symmetric key to decrypt the encrypted content. The trusted player then plays 
the newly decrypted content for the user- e.g. col. 8, line 43 - col. 9, line 16) 



1 0. Claims 3 and 23 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Graunke et al. (U.S. Patent No. 5,991,399) in view of Vestergaard 
et al. (U.S. Patent No. 7,466,823) and further in view of Pace et al. (U.S. Patent No. 
6,460,050). 

As per Claims 3 and 23, Graunke et al. - Vestergaard et al. discloses a 
method/unlocking program as applied above in claims 1 and 20. Graunke et al. 
further disclose monitor the application program for a request for a password 
(e.g. col. 9, lines 1-16). Although Graunke et al. mentions unlocking program is 
an executable tamper resistant key module (e.g. abstract) and decryption key 
must be dynamically provided to the trusted software and not pre-loaded (e.g. 
col. 2, lines 62-64), Graunke et al. - Vestergaard et al. does not explicitly disclose 
the program is adapted to run separately/independently from the application 
program. Pace et al., however, discloses that an executable may be run as a 
separate process from a host application (i.e. a first tier system) (e.g. col. 4, line 
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15), which met the claimed limitation of the program is adapted to run 
separately/independently from the application program. 

Graunke et al. - Vestergaard et al. - Pace et al. are analogous art 
because they are from a similar field of endeavor in content transfer in a client- 
server computing environment via networks (i.e. Internet). Thus, it would have 
been obvious to a person of ordinary skill in the art, at the time of invention, to 
modify the teachings of Graunke et al. - Vestergaard et al. with an executable 
may be run as a separate process from a host application taught by Pace et al. in 
order to work as a standalone executable to be dynamically updated and not pre- 
loaded into the host application. 

This combination would predictably result a well known standalone 
executable to be dynamically updated and not pre-loaded into the host 
application, thus providing one way of enabling decryption keys embedded in the 
executable to be dynamically updated and not pre-loaded as required by 
Graunke et al. It has been held that "[t]he combination of familiar elements 
according to known methods is likely to be obvious when it does not more than 
yield predictable results." KSR., 127 S. Ct. at 1739, 82USPQ2d at 1395 (2007) 
(citing Graham, 383 U.S. at 12). 



1 1 . Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Graunke et al. {U.S. Patent No. 5,991,399) in view of Vestergaard et al. {U.S. Patent 
No. 7,466,823) and further in view of Schreiber et al. (U.S. Patent No. 6,298,446). 
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As per Claim 22, Graunke et al. - Vestergaard et al. discloses the 
unlocking program, as applied to claim 20, but does not explicitly disclose 
includes means for preventing a screen capture representing at least a portion of 
the content stored in the password content file, however, Schreiber et al. 
discloses SafeMedia includes enhanced system control for preventing screen 
capture by disabling a clipboard (e.g. col. 2, lines 27-30). 

Graunke et al. - Vestergaard et al. - Schreiber et al. are analogous art 
because they are from a similar field of endeavor in digital content distribution 
over a network. Thus, it would have been obvious to a person of ordinary skill in 
the art, at the time of invention, to modify the teachings of Graunke et al. - 
Vestergaard et al. with preventing screen capture by disabling a clipboard taught 
by Schreiber et al. The motivation of doing so would have been to provide 
enhanced system control to protect software from rampant unauthorized copying, 
distribution and use (e.g. Schreiber et al., col. 1, lines 21-23 and col. 2, lines 27- 
30). 

12. Claim 24-29 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Graunke et al. {U.S. Patent No. 5,991,399) in view of Vestergaard et al. {U.S. 
Patent No. 7,466,823) and further in view of Winneg et al. (U.S. Patent No. 
7,069,586). 

As per Claims 24 -26 and 28- 29, Graunke et al. - Vestergaard et al. 
discloses an unlocking program as applied above in claim 20. Although Graunke 
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et al. - Vestergaard et al. discloses a person computer (PC) platform computing 
system (Graunke et al., e.g. Fig. 2 and col. 4, lines 24-2 7 and Vestergaard et 
al., e.g. col. 4, lines 10-14), Graunke et al. - Vestergaard et al. does not explicitly 
disclose monitoring the running of at least one system administration program 
(i.e. Task Manager program) capable of terminating the program and 
automatically terminating the system administration program/the application 
program upon detecting the running of such system administration program and 
to prevent termination of a program. However, Winneg et al. discloses: the 
unauthorized process list may include browser applications, applications for 
scheduling tasks to be performed on the computer system, and applications for 
managing tasks performed on the computer system, (e.g., Microsoft Task 
Manager). Terminating task-managing manager and task-scheduling 
applications prevents a process (e.g., an application) that has been scheduled to 
execute during execution of the first application from executing (e.g. col. 19, lines 
46 -60), which met the claimed limitation of monitoring the running of at least one 
system administration program (i.e. Task Manager program) capable of 
terminating the program and automatically terminating the system administration 
program/the application program upon detecting the running of such system 
administration program and to prevent termination of a program. 

Graunke et al. - Vestergaard et al. - Winneg et al. are analogous art 
because they are from a similar field of endeavor in a person computer (PC) 
platform computing system. Thus, it would have been obvious to a person of 
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ordinary skill in the art, at the time of invention, to modify the teachings of 
Graunke et al. - Vestergaard et al. with monitoring the running of at least one 
system administration program (i.e. Task Manager program) capable of 
terminating the program and automatically terminating the system administration 
program/the application program upon detecting the running of such system 
administration program and to prevent termination of a program taught by 
Winneg et al. in order to provide information about the processes and programs 
running on a computer, as well as the general status of the computer and also to 
ensure unauthorized content may not be accessed (e.g. Winneg et al., col. 2, 
lines 38-39 and col. 19, lines 46 -60) 

This combination would predictably result a well known computing system 
includes/terminates a Task Manager program provided with a Windows operating 
system to provide general status of a computer and ensure application security. 
It has been held that "[t]he combination of familiar elements according to known 
methods is likely to be obvious when it does not more than yield predictable 
results." KSR., 127 S. Ct. at 1739, 82USPQ2d at 1395 (2007) (citing Graham, 
383 U.S. at 12). 

As per Claim 27, Graunke et al. further discloses wherein the unlocking 
program includes an instruction for terminating the unlocking program after the 
application program has been terminated {plug-in, which would inherently be 
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terminated after host application program (i.e. application program) was 
terminated - e.g. col. 7, lines 42 -43). 

13. Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Graunke et al. (U.S. Patent No. 5,991,399) in view of Vestergaard et al. {U.S. Patent 
No. 7,466,823) and further in view of Rodgers et al. {U.S. Patent No. 7,210,039). 
As per Claim 30, Graunke et al. - Vestergaard et al. discloses the 
unlocking program, as applied to Claim 20, but does not explicitly teach wherein 
the file is characterize as a .pdf file, however, Rodgers et al. discloses the digital 
content may be a PDF file (e.g. col. 3, lines 56 - 57 and col. 11, lines 41 - 45), 
which met the claimed limitation of wherein the file is characterize as a .pdf file. 

Graunke et al. - Vestergaard et al. - Rodgers et al. are analogous art 
because they are from a similar field of endeavor in secure digital content 
distribution. Thus, it would have been obvious to a person of ordinary skill in the 
art, at the time of invention, to modify the teachings of Graunke et al. - 
Vestergaard et al. with the file is characterize as a .pdf file taught by Pace et al. 
in order to be in compliance with an industry standard for printable documents on 
the Web. 

This combination would predictably result a well known format in 
compliance with an industry standard for printable documents on the Web. It has 
been held that "[t]he combination of familiar elements according to known 
methods is likely to be obvious when it does not more than yield predictable 
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results." KSR., 127 S. Ct. at 1739, 82USPQ2d at 1395 (2007) (citing Graham, 
383 U.S. at 12). 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. However, applicants are strongly urged to consider the 
cited references carefully and distinguish them from the instant claims in accordance 
with 37CFR 1.111c when presenting an amendment in response to the current 
Office Action. 

> Byrne (U.S. Patent No. 6,223,288) discloses secure network-based 
distribution of protected and unprotected data 

> Riebeetal. (U.S. Patent No. 7,200,760) discloses a user must obtain a 
license key in order to decrypt the critical data elements before the software 
program can be used 

> Hatanaka et al. (U.S. Patent No. 7,203,312) discloses a cellular phone has 
distributed encrypted content data and uses a content key to decrypt the 
encrypted content 

> Wang (U.S. Patent No. 7,356,688) discloses transferring among key holders 
in encoding and cryptographic systems the right to decode and decrypt 
messages in a way that does not explicitly reveal decoding and decryption 
keys 
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Contact Information 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to APRIL Y. SHAN whose telephone number is (571)270- 
1014. The examiner can normally be reached on Monday - Friday, 8:00 a.m. - 5:00 
p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/April Y Shan/ 
Examiner, Art Unit 2435 
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